19.3 Multifactor Authentication (MFA) 
19.3.1: Purpose: In response to increasing and evolving information security threats, additional measures are required to promote integrity and availability of County Information Systems.  Requiring multiple inputs to confirm the identify of a user (“Multiple Factor Authentication” or MFA) will materially reduce the vulnerability of County data and systems, promoting continuity of service availability while better safeguarding information under the County’s care.  The purpose of this policy is to instruct departments and employees on how MFA will be implemented within the county.
19.3.2: Applies To: All County employees, volunteers, contractors, and vendors accessing County Information Technology systems requiring a login.
19.3.3: Policy Statement: Wherever possible and appropriate, County IT will enable MFA to protect County information systems.  Every County employee, volunteer, contractor, or vendor that requires access to County Information systems will be required to use an MFA device.  Also known as Two-Factor Authentication (2FA), an MFA device will typically be one of the following:
· A smartphone or similar device capable of running an MFA application.
· A secure token device (a small device that can display a temporary authentication code).
19.3.4: MFA device issuance:
19.3.4.1: Each employee will need to select from the MFA options established by their Department Head.  These may include:
· Employee is issued a secure token device for MFA (this is the default option).
· Employee is issued a County-owned smartphone and uses that device for MFA.  
· Employee elects to use their own personal device for MFA (for convenience), where allowed by their department head.
19.3.5: Device requirements:  Regardless of which MFA option is chosen, employees will be required to:
· Have their MFA device available for use during working hours.
· Keep their MFA device secure and prevent anyone else from using or possessing it.
· Keep their MFA device in good working order.
· Protect county-owned MFA devices/tokens from damage.
· Immediately report loss/theft/damage to any MFA device to IT, including loss of a personal cell phone with an installed MFA application.
19.3.6: Use of personally owned devices: For employees wishing to use their own smartphone device for MFA purposes, the following rules will apply:
· Department Heads may authorize the use of personal devices for MFA purposes.  If a Department Head has not authorized use of personal devices for this purpose, employees must continue using the county-provided device.
· Opting-out of using a County-provided secure token device is entirely at the option of the employee.  No compensation will be provided for use of the employee’s personal smartphone device for MFA purposes.
· With respect to MFA, all requirements that apply to county-owned devices will apply to employee-owned devices.  For example, the MFA device must be available for use at all times during working hours.
· Employees may not switch from a county provided token device to a personally owned smartphone.  Once an employee has been provided with a county-owned device, they must continue using it.  
